CPS 234

Prudential Standard
Information Security

Awareness

Course Information

Course Name CPS 234 - Awareness

Course Designer World Wide Industrial and Systems Engineers
Course Category Prudential Standard Information Security
Course Duration 1 day

Cost of Course Refer to Training Schedule

Course Overview

The Prudential Standard CPS 234 is a regulatory standard issued by the Australian Prudential
Authority (APRA). This course targets areas where weaknesses in information security management
continue to be identified as part of Australian Prudential Regulation Authority (APRA’s) ongoing
supervision activities. It is also intended to provide guidance with respect to the implementation of
Prudential Standard CPS 234 Information Security (CPS 234). The intended outcome is to ensure
that APRA-regulated entities take measures to be resilient against information security incidents,
including cyber-attacks, so that under all reasonable circumstances financial promises made by

APRA-regulated entities to beneficiaries are met
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CPS 234 - Prudential Standard Information Security

Who Should Attend?

The Prudential Standard CPS 234 is applicable to banks, credit
unions, building societies, general insurance and reinsurance
companies, life insurance, private health insurers, friendly societies,

and most members of the superannuation industry.

Course Objectives

This Prudential Standard aims to ensure that an APRA-regulated
entity takes measures to be resilient against information security
incidents (including cyber-attacks) by maintaining an information
security capability commensurate with information security

vulnerabilities and threats.

Benefits

Course Content

e Clear definition of internal responsibilities for cyber-security,
starting at board level

e Cyber-security capability commensurate with the size and extent
of the threats

e Controls to protect information assets and on-going testing of their
effectiveness

¢ Notification to APRA of material cyber-security incidents.

Course Modules

Roles and Responsibilities

Information Security Capability

Policy Framework

Information Asset Identification & Classification
Implementation of Controls

Incident Management

Testing Control Effectiveness

Internal Audit

APRA Notification
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Certification

Certificate of competence

Certificate of attendance

Assessments

WWISE-TD-CO-001

If applicable, there will be an assessment at the end of the

course.

e Delegates have to complete the assessment with a minimum
score of 60% to receive a certificate of competence.

e Delegates who score between 40% and 59% will get a second
attempt at the assessment.

e Delegates who score lower than 40% or fail the second attempt,

will need to repurchase the course.
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e Delegates will receive an attendance certificate regardless of a

pass or fail.

World Wide Industrial & Systems Engineers (WWISE) is an I1SO
consultancy, training, business solutions and systems implementation
firm based in Southern Africa that provides clients with effective
business processes and Safety, Health, Environmental, Risk and
Who are we? Quality (SHERQ) management solutions in preparation for SO
compliance. The solutions we provide and implement allow our clients
to compete favourably in modern competitive business environments,
locally and internationally. We also strive to be the leading training
providers in SHERQ, ISO, Engineering, Finance, Business and

Project Management.

Our services are aimed at the improvement of quality, efficiency,
knowledge, and competitiveness of client companies. The service
range includes:

e |SO and SHERQ Systems implementation services whereby we
assist client companies in meeting the requirements of ISO 9001,
14001, 22000, 31000, 27001, 20000-1, 50001 and ISO 45001
standards.

e Integrated Management Systems development whereby we
integrate several business systems and quality management
solutions into a single management system to comply with various
quality and safety standards.

What do we do?

e Training of all employees (Shop Floor to Executive Management)
in the fields of SHERQ, Engineering, Finance, Business and
Project Management to meet the job responsibilities and expertise
requirements of International Standards.

e |ISO, Legal auditing which includes gap analysis audits, product,
process, procedural, and systems auditing by our registered
SAATCA auditors.

e Customised web-based solutions integrating current systems to

be in line with ISO requirements

We are a Level 1 BBBEE Contributor that specialises in systems

development, consultancy, training, and auditing.
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