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Course Information

Course Name Password Security

Course Designer World Wide Industrial & Systems Engineers
Course Category Cyber Security

Course Duration 128:30 Minutes

Cost of Course R2 500 per delegate (excluding 15% VAT)

Course Overview

Our interactive Password Security module shows learners how to create complex, but easy-to-
remember, passwords following best practices for password creation. This module will summarize
the best practices associated with creating and managing strong passwords, how to safely store

passwords and what to do if you suspect that a password has been compromised.
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Password Security

Who Should Attend?

Individuals in the every industry such as healthcare workers,
managers, educators, manufacturing industry, government,

military and executives

Course Objectives

By the end of the course, the learner will be able to:

have enough knowledge to understand the function of physical
security protection.

understand of common physical security measures, threats, risk
reduction and good practice for students thinking about a career

in physical security.

Benefits

Employees will help prevent security breaches and reduce attack
risks

Mobile security-savvy employees create a security-conscious
office culture

Training reduces the burden on it and information security
departments

Mobile security training for employees is one of the best ways to
ensure your corporation is safe and secure from devastating
attacks

Course Content

Course Modules
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Need to Know: Password Security

Password Security

Password Security Brief

Password Security for Executives

Password Security for Managers

Password Security for Healthcare Professionals and Providers
Password Security for Healthcare Executives

Password Security for Healthcare Managers

Password Security for Financial Institutions

. Password Security for Educators

. Data Security

. Introduction to Account Takeover Attacks (ATO)
. Securing Privileged Access

. Creating Strong Passwords (Video)

. Secure Password Storage (Video)

. How Much Is Too Much? (Password Security)

. Better Together (Two Factor Authentication)

WWISE-TD-CO-001

VERSION 1 Page 2 of 4



WWISE

WORLD WIDE INDUSTRIAL & SYSTEMS ENGINEERS

Certification e Certificate of competence

Assessments e N/A

World Wide Industrial & Systems Engineers (WWISE) is an ISO

consultancy, training, business solutions and systems

implementation firm based in Southern Africa that provides clients
with effective business processes and Safety, Health,

Who are we? Environmental, Risk and Quality (SHERQ) management solutions in
preparation for ISO compliance. The solutions we provide and
implement allow our clients to compete favourably in modern
competitive business environments, locally and internationally. We
also strive to be the leading training providers in SHERQ, 1SO,

Engineering, Finance, Business and Project Management.

Our services are aimed at the improvement of quality, efficiency,
knowledge and competitiveness of client companies. The service
range includes:

e |SO and SHERQ Systems implementation services whereby we
assist client companies in meeting the requirements of ISO
9001, 14001, 22000, 31000, 27001, 20000-1, 50001 and ISO
45001 standards.

e Integrated Management Systems development whereby we
integrate several business systems and quality management
solutions into a single management system to comply with

What do we do? various quality and safety standards.

e Training of all employees (Shop Floor to Executive
Management) in the fields of SHERQ, Engineering, Finance,
Business and Project Management to meet the job
responsibilities and expertise requirements of International
Standards.

e |SO and Legal auditing which includes gap analysis audits,
product, process, procedural, and systems auditing by our
registered SAATCA auditors.

e Customised web-based solutions integrating current systems to

be in line with ISO requirements
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We are a Level 1 BBBEE Contributor that specialises in systems

development, consultancy, training and auditing.
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